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• Research in explainable AI has seen a surge in recent years

• Ever growing need to understand the black-box nature of deep neural networks

• Especially in safety-critical applications

Desiderata of explanation methods

Introduction
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Explainable AI

Faithfulness
Explanation reflects the true 
causal process of the DNN
• Robustness assumption

Plausibility

Explanation is aligned with the 
human reasoning about the 
task



Introduction
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Explainable AI Adversarial Robustness of 
Attributions

• Attributions are fragile in text

Plausible 
Robustness

F(“Business”) = 100%

F(“Business”) = 99%

Problem Formulation

𝑟 𝑠 = max
"̃∈𝒩(")

𝑑[𝐴 𝑠̃, 𝐹, 𝑙 , 𝐴(𝑠, 𝐹, 𝑙)]
𝑑"(𝑠̃, 𝑠)

𝑎𝑟𝑔𝑚𝑎𝑥'∈ℒ𝐹' 𝑠̃ = 𝑎𝑟𝑔𝑚𝑎𝑥'∈ℒ𝐹'(𝑠)



Contributions

I. Introduce DARE, a domain-adaptive attribution robustness estimator

II. Show that attributions are fragile in critical biomedical use cases

III. Introduce FAR for text, a novel method to train robust networks

Introduction
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Explainable AI

Plausible 
Robustness

AR



Domain-Adaptive Attribution Robustness Estimator
• Algorithm to estimate adversarial robustness of attributions in text

• Two-step attack based on imperceptible word substitutions

Domain-Adaptive Attribution Robustness
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I. DARE

1. Step: Word Importance Ranking
𝐼" = 𝛁"𝑑[𝐴 𝑠 + 𝜀, 𝐹, 𝑙 , 𝐴(𝑠, 𝐹, 𝑙)] 

2. Step: Candidate Substitution
𝐶' = 𝑀𝐿𝑀(𝑤' , 𝑠, |𝐶|)

• Prediction and linguistic constraints
• Final Selection:

𝑐' = 𝑎𝑟𝑔𝑚𝑎𝑥 ̃)∈*!𝑑[𝐴 𝑠 ̃) , 𝐹, 𝑙 , 𝐴(𝑠, 𝐹, 𝑙)]

Plausibility
• Context-

aware
• Domain-

specific
• Can be 

trained on 
unlabelled 
data



Attributions change significantly
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I. DARE

Domain-Adaptive Attribution Robustness

II. Fragile 
Biomedical 
Attributions

F(“4.0”) = 100%

F(“4.0”) = 100%

Cosine similarity = -0.32



Framework for Attributional Robustness

• “Adversarial training on predictions and attributions”

• Adversarial search

𝑠+,- = 𝑎𝑟𝑔𝑚𝑎𝑥"̃∈𝒩(") 1 − 𝛾 B 𝑙) 𝑠̃, 𝐹, 𝑙 + 𝛾 B 𝑑[𝐴 𝑠̃, 𝐹, 𝑙 , 𝐴(𝑠, 𝐹, 𝑙)]

Solved with DARE

• Network training

𝜃∗ = 𝑎𝑟𝑔𝑚𝑖𝑛/F
"∈𝒮

1 − 𝛿 B 𝑙) 𝑠+,- , 𝐹, 𝑙 + 𝛿 B 𝑑[𝐴 𝑠+,- , 𝐹, 𝑙 , 𝐴(𝑠, 𝐹, 𝑙)]

Solved with SGD-based optimizers
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I. DARE

III. FAR for 
Text

Domain-Adaptive Attribution Robustness

II. Fragile 
Biomedical 
Attributions

Robust Predictions Robust Attributions



Does it work?

Yes!

How well?
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I. DARE

Domain-Adaptive Attribution Robustness

Find out in the paper and at ACL 2023!! 

III. FAR for 
Text

II. Fragile 
Biomedical 
Attributions


